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Solution to Exercise 32.
(a) ged(a,p—1) €{1,2,q,2q} for all a € N since p—1=2-¢ holds.
(b) Consider the following congruence:
k(x1-x})=z)-x9 (modp-1). (1)

It follows directly that k =log,(b) # 0 since b is a PE, and hence, b # 1 holds.
To determine k, assume both 0 < k, k' <p—1 fulfill . Then

k(xi-x))=x{-29 (modp-1) A
E'(xy-x})=x5-29 (modp-1)
= (k-K)(x1-21)=0 (modp-1). (2)

It holds:

-(p-2)<k-K<p-2n
-(g-1) <z -2 <qg-1A

A
Let d = ged(zy — 2, p—1), then it follows from (1)) that d | (xf — xo):
1) d=1=k-k"=0 (modp-1)=k=k" (mod p-1), i.e., there is the solution:
k= (z1-21)7 (25— 7o) mod (p-1).

2) d>1:

B ()

-] p- 1 . - :
It holds gcd( —, ”71) =1 :)> has exactly one solution kg < pTl which can

be determined by using the Extended Euclidean Algorithm:

-1
Ty — X Tl —x -1
ko:( X 1) ( X O)(mOdpd )

For the solution of , there are multiple candidates
ki=ko+1(2&2),1=0,...,d-1.

Recall from (a) that p—1=2¢ = d e {1,2,q,2q} = d € {1,2} as
(r1-2t)<q-1=>d=2asd>1.

Check: for [ =0 if a* = b (mod p) or for [ = 1 if a®** = b (mod p) holds.




(¢) p,q are prime with p = 2¢ + 1 (= Sophie-Germain primes), a, b are primitive
elements modulo p. The hash function is defined by:

h(m) = a®™b* mod p
with 0 <zg, 21 <qg-1Am =120+ 214.
The given function is slow but collision-free as it will be shown in the following.

Assume a collision exists, i.e., at least one pair of messages satisfies:

m+m' Ah(m)=h(m')

= m#m/ Aa®b™ = a0 (mod p). (4)
for two different messages m, m’ with

m=xg+ 214,

r_ /
m =Ty +xq.

Furthermore, x1 — 2} # 0 (mod p — 1) must hold, otherwise it would follow from ({4))
that m =m/’.
Let k =log,(b) modulo p, so that:

ka1 = k)

aa a®oq (mod p)

< gFEmm)=(@-20) = 1 (mod p).
Since a is a primitive element modulo p, we may consider the exponent-term as:

k(a1 —2y) = (2 —20) =0 (mod p—1)
< k(xy—-2))=2)-x9 (modp-1).
As shown in (b), finding collisions is equivalent to computing the discrete logarithm.

This is a hard problem because the determination of a discrete logarithm is
computationally extensive.



