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Problem 1. (Euler’s criterion) Prove Euler’s criterion (Proposition 9.2): Let p > 2 be
prime, then

c ∈ Z∗
p is a quadratic residue modulo p⇔ c

p−1
2 ≡ 1 mod p .

Problem 2. (baby-step giant-step algorithm) Consider the following algorithm to compute
the discrete logarithm:

Algorithm 1 Baby-step Giant-step Algorithm
Input: p prime, α is a primitive element mod p, β = αx mod p for an unknown x ∈
{0, . . . , p− 1}

Output: x = logα β,
(1) m← d√pe
(2) Compute a table of baby-steps bj = αj mod p for all indices j ∈ Z with 0 ≤ j < m.
(3) Compute a table of giant-steps gi = βα−im mod p for indices i ∈ Z with 0 ≤ i < m,

until you find a pair (i, j) such that bj = gi holds.
return x ≡ mi+ j mod p− 1.

a) Prove that the given algorithm calculates the discrete logarithm.

b) Why is α a primitive element modulo p?

c) Compute the discrete log for αx ≡ β mod p with α = 3, β = 13 and p = 29 using
the given algorithm.

Remark: The ceiling-function is defined as dxe = min{k ∈ Z | k ≥ x}.

Problem 3. (exponential congruences) Let x, y ∈ Z, a ∈ Z?n \ {1}, and ordn(a) = min{k ∈
{1, . . . , ϕ(n)} | ak ≡ 1 mod n}. Show that

ax ≡ ay mod n ⇐⇒ x ≡ y mod ordn(a) .


