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Solution of Problem 4

This problem is usually a difficult problem, but we can solve it, because 31 is prime. First,
apply Proposition 7.5 to show that 17 is a primitive element modulo 31.

p—1

17 »i %_1 modp Vi=1,...,k, wherep—1= lepf"
p=31=p—1=30=2-3-5

172 =30 #1 mod 31

17% =25#1 mod 31

179 =8# 1 mod 31

17 is a primitive element modulo 31 and we can conclude:

W:17"=a mod 31
(a®)’=a mod 31

a1 =1 mod 31
With Fermats little theorem (Theorem 6.2, let a € Z*, then a®*™ =1 mod n), we can say:

a?™ =¢* =1 mod 31
aB" 1 =6 =1 mod 31
= 13-0—1=30 mod 30
13-b=1 mod 30
b=13"" mod 30

The Extended Euclidean Algorithm yields 13-7—30-3 = 1 and thus b = 137 =7 mod 30.
It remains to compute a = 17° = 177 = 12 mod 31.

Solution of Problem 5
Decipher m = /¢ mod n with ¢ = 1935.

e Check p,g =3 mod 4V



e Compute the square roots of ¢ modulo p and ¢ modulo gq.

k,,:pzlzn, quqzl:w,
z,1 = " =1935" = 59" = 40 mod 67,
Tpo = —Tp1 =27 mod 67,
T,1 = c=1935" =18 =36 mod 71,
Tg2 = —Tq1 =35 mod 71.
e Compute the resulting square root modulo n. m;; = ax,; + bx,; solves mf’j =c

mod n for i,j € {1,2}. We substitute a = tq and b = sp. Then tq + sp = 1 yields

1 =17-71+ (—18) - 67 = tq + sp from the Extended Euclidean Algorithm.
=a=1q=17-71=1207 mod n
=b=—-sp=—-18-67=—-1206 mod n.

The four possible solutions for the square root of ciphertext ¢ modulo n are:

my1 = ax,;1 +bry; =107 mod n = 0000001101011,
mie = az,; + bxrge = 1313 mod n = 0010100100001,
M1 = aZpo + bxg1 = 3444 mod n = 0110101110100,
Moo = aZpo + brye = 4650 mod n = 1001000101010.

The correct solution is my, by the agreement given in the exercise.

Solution of Problem 6

a) Apply the encryption function.
n=p-q=199-211 = 41989,
c=ek(32767) =m-(m+ B) mod n
= 32767 - (32767 + 1357) mod 41989
= 16027 mod 41989

b) Start with the encryption function and solve for m.

c=m?+B-m modn

B\? B\?
c—|—<2> Em2+B-m+(2> mod n

B\? B\?
c—|—<2) _(m+2> mod n

Using the Extended Euclidean Algorithm, the multiplicative inverse of 2 modulo n is

calculated as 271 = 20995 mod 41989. With
2

B
é::c+<2) mod n

= 16027 + (1357 - 20995)°>  mod n
= 4013 mod n,



and

m::m+§ mod n
=m -+ 1357-20995 mod n
=m+ 21673 mod n,

we can conclude

This form is the standard Rabin Cryptosystem. In order to find the square root
modulo n, we use Proposition 9.4. First, find

l=s-p+t-q
%

using the Extended Euclidean Algorithm.

211 =1-199 4 12
199 =16-12+7

12=1-745
7T=1-5+4+2
0=2-2+1
=1=5-2-2

=5-2.(T—1-5)=3-5-2-7
=3.(12-1-7)—2-7=3-12-5-7
=3.12-5-(199 —16-12) =83 - 12— 5-199
—83-(211—1-199) —5-199 = 83 - 211 — 88 - 199
= b=—-88-199 = —17512
a=283-211 = 17513

Next, we calculate the square roots modulo p and ¢ (this is Proposion 9.3).

2> =4013=33 mod p
ptl 50 _
=x1 =337 =33 =86 mod 199
To = —x1 = 113 mod 199,
y* =4013=4 mod ¢
=y =4 =4 =209 mod 211
Yo = —y1 = 2 mod 211



Then, f;,,, = ax; + by; are solutions to %2 =4013 mod n.

foigp =@ 21 +b-y; modn
= 17513 -86 — 17512 - 209 mod 41989
= 36503 — 6965 mod 41989
= 29538 mod 41989

Jar o = 17513 -86 — 17512 -2 mod 41989
= 36503 — 35024 mod 41989
= 1479 mod 41989

froyr = 17513 - 113 — 17512 - 209 mod 41989
= 5486 — 6965 mod 41989
= 40510 = — f,, 4, mod 41989

frow, = 17513 - 113 — 17512 -2 mod 41989
= 5486 — 35024 mod 41989
= 12451 = — f,, ,, mod 41989

With

m?=¢ modn

m = fg,;, modn
My, y; + 21673 = fy,,, mod n
M,y = fry; — 21673 mod n

the four possible messages can now be calculated.

My, = 29538 — 21673 = 7865 mod n
Mg, 4 = 1479 — 21673 = 21795 mod n
My, = 40510 — 21673 = 18837 mod n
My, = 12451 — 21673 = 32767 mod n

Message my, 4, is the original one, but, knowing only the cryptogram and the private
key, this message cannot be identified as the original one.



