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f?os: Sk,',l'-yS(5t4 (!31'), 7.AE'«lit':C

Algorithm4.8: SHA-1-PAD(:')

comment: ia.l < 264-1

d <- (44'[ - i:ri) mod 512
! <- the binary representation of ia:i, where i!i = 64
! <-I 11 1 11 0" 11 !

Cryptosystem 4.1: SHA-1 ($)

external SHA-1-PAD

global K@, - - - i IS:vg
y <- SHA-1-phn(a:)
denote y = ffl il M2 ii - - - li ffn, where each i'vf.; is a 512-bit block
Hg € 67452301
Hl h EFCDAB89
HQ € 98BADCFE
H3 € 10325476
H4 <- C3D2E1FO
for i (-1 to n

denote M< = W@ Il WI Il --- il TV15, where each W; is aword
for!€l6to79 ,.

doWyhROTll(Wt 3eBWg Bq)W l4BWt 16)
A r H@
B*-H1
C*-H2
D*-H3
E h H4
for t *- O to 79

do temp h ROTL5(,4) +ft(B,C,D)+E+ 'vV(+I«(
EhD

D h C
do 3gC+-ROTL (J!3)B*-A

A h temp
H@ h H@ % A

HlhHl%B
H2 <- H2 + C
H3 <- H3 % D
H4 <- I-I4 % E

returnl:I-Io 11 Hx 11 Hz 11 Ha 11 ff,i)
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