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comiment:

d + (447 — |z|) mod 512
£ + the binary representation of |z|, where |¢| = 64
yez|[1]0d]e

Algorithm 4.8: SHA-1-PAD(z)

z]< 2% -1

do

Cryptosystem 4.1: SHA-1(z)

external SHA-1-PAD

global I(@, vy I(Tg

y < SHA-I-PAD(z)

denote y = My || My || - || M, where each M; is a 512-bit block
Hy + 67452301

H, « EFCDAB89

Hy + 98BADCFE

Hj3 + 10325476

H, + C3D2E1F0

fori+— 1lton

denote M; = Wy || W1 || - - - || W15, where each W; is a word
fort +— 16t0 79 .. .
do Wy « ROTLY(Wi—3® Wi—s @ W14 ® Wi_ 1)
A -(—HO
B+ H;
C (—Hg
D + Hj
Ef—H4
fort «— 0to79
temp + ROTL®(A) +#(B,C, D)+ E + W, + K,
E+D
D+ C
C «+ ROTL*(B)
B+ A
A+ temp
Hy &~ Ho+ A
Hy+ H,+B
Hy &+ H+C
Hy +— H,+ F

do

Q (S

return (Ho || Hy || Ha || Hs || Hay)
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