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Problem 1. Consider the following ciphertext! é = (¢y,. .., ). Characters are identified
by numbers from Zys = {0, ...,25} below:

|[E C|T K|[X E|G Z|Z C|D G|Z O|D W|P E|F C|
|4 2]19 1023 46 25[25 2|3 6[25 14|3 22|15 4[5 2|

a) Compute the index of coincidence Iz for ciphertext €.
b) Compute the cardinality of the multiplicative group |Z3]|.

c¢) Determine all elements of Zj; and determine all inverses? in Zjs.

A combined version of the affine cipher and the Hill cipher was applied for the encryption.
The cryptosystem operates on blocks of two symbols each. The plaintext of each block
is a vector of two symbols m = (my, ms)", with each m; € Zys. Likewise, the ciphertext
of each block is a vector of two symbols ¢ = (c1,¢2)T, ¢; € Zys. The key block is a tuple
(U, a) with a matrix U € Z3;* and a vector of two symbols a = (a1, a)", a; € Zys. The
encryption function e is defined by:

e(m)=c=Um +a. (1)

d) Give a reason why an inverse matrix of U modulo 26 exists only if det(U) € Zi,
holds.

e) Determine the decryption function d for the given cryptosystem in terms of U, m, ¢
and a.

Oscar has intercepted the key that was used for the encryption of the ciphertext ¢:

<U:<153 i)’“:Gé))' (2)

f) Compute the inverse matrix of U modulo 26.
To decipher ¢, the decryption is performed block-wise for blocks of two ciphertext symbols.

g) Decrypt the first six symbols of the given ciphertext €.

'Hint: The plaintext is an English text.
2Hint: Note that 7-15—4-26=1,17-23—-15-26 =1, and 11-19 —8-26 = 1.



Problem 2. In the encryption system depicted above, the message M € M and

K, Ko
¢

the two keys K} € K; and K'Q € ICy are discrete random variables with finite support
M =K; =Ky = {0,1}. Addition is taken modulo 2. The distributions of the message M,
the key K7 and the key K5 are given by:

A A~

P(M=0)=p, PMM=1)=1-p, 0<p<1,
P(Ki=0)=¢q, P(Ki=1)=1-¢,0<qg< 1,
P(Ky=0)=7 P(Ky=1)=1-7r,0<r <1,
M, K, and K, are stochastically independent. Use the dual logarithm in your calculations.

(a) Derive the distribution of K7 & K, in terms of ¢ and 7.
(b) Derive the distribution of ' in terms of p, ¢ and r.

c) Assume r = 1. Show that the system has perfect secrecy.
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(d) Assume p =1 and r = 1. Show that the message equivocation H (M|C) is greater
than the key equivocation H(K;|C).

Problem 3. Consider the following AES-128 round key K, given in hexadecimal notation:
Ky=B82F E122531C 2D 94 82 1A C'7 55 BC BC 58 58.

Calculate Wy using Algorithm 1 for the AES key expansion. AES-128 has r = 10 rounds.

Algorithm 1 AES key expansion

Split K into 4 32-bit words Wy, Wy, Wy, W3
for (i 4; i<4-(r+1); i++)do
tmp < W,;_1
if (¢ mod 4 =0) then
tmp < SubBytes(RotByte(tmp)) & Rcon(i/4)
end if
Wi < W;_4 @ tmp
end for

The lookup-table for the SubBytes-operation of AES is given as:

Further functions are:

e RotByte is a cyclic leftshift by one byte
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e Rcon(i) = (RC(7),00,00,00) in hexadecimal notation

e RC(i) represents z'~

Problem 4.

a) Formulate the Diffie-Hellman key agreement protocol based on the discrete logarithm.

b) Use the Miller-Rabin Primality Test to show that a = 2 is not a strong witness for
the compositeness of p = 37.

c) The public parameters for the DHP are set to p = 37 and a = 5. Check if these are
valid parameters for the DHP. Alice chooses © = 8, Bob chooses y = 16. Perform the

1

DHP with the above parameters.

Problem 5. We now consider the RSA-cryptosystem.

a) Alive uses the public key (n,e) = (221,5). Decrypt the ciphertext ¢ = 9. Begin with

factoring n.

b) How many RSA keys exist for two given primes p and ¢?

as element of Fys in polynomial notation




