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Problem 1. (15 points)

a) Prove that —1 is a quadratic residue mod p if and only if p = 4k + 1 for some k € N.

b) Show that if p =4k + 1, then z = (%)! is a solution to 22 = —1 mod p.
(Hint: Use Wilson’s theorem; see below)

c) For n = pq with p = 4k +1 and ¢ = 4k’ + 1 for some integers k and £, find a solution
for 2 = —1 mod n.

Consider a cryptosystem with the following protocol:

e Choose prime numbers p and ¢ such that for some k k' € N, p = 4k + 1 and
qg=4k'+ 1. Let n = pq.

Choose the number a such that it is a solution to a> = —1 mod n.

The private key is n, known for decryption.

A message m is assumed to be one of the quadratic residues modulo n. Choose
x € 7} such that 2 = m mod n.

The encryption function is defined by ¢ = ax (not taken modulo n).

d) Propose a decryption function for this cryptosystem.

e) If a is public, then propose an attack against this cryptosystem. Discuss the
complexity of this attack.

Wilson’s theorem: (p — 1)! = —1 mod p, if p is prime.






Problem 2. (15 points)

Let (M, K,C,e,d) be a cryptosystem such that P(M = M) > 0 for all M € M and
P(K = K) > 0 for all K € K. Also suppose that |M| = |K| = |C|. Suppose that the
message and the ciphertext are related as follows for some € € [0, 1]:

P(C=M|M=M)=1—¢

and if M’ # M:

A ~ €

a) Show that H (C|N) does not depend on the probability distribution over the message
space P(M = M).

b) Find P (C’ = () for an arbitrary distribution over the message space. If the messages

are uniformly distributed over the message space, i.e., P(M =M)= ﬁ, show that:

A

H(NM) — H(M|C) =log |K| — elog(|K| — 1) + (1 — €) log(1 — €) + elog(e).

For the following suppose that the messages are uniformly distributed over the message
space.

c¢) Show that H(M) — H(M|C) increases linearly with log |K| for large [K|. In other
words, show that:

H(M)—-HM|C

L HQT)  HOTO)

=1—-e
|| =00 log |K| ‘

d) Discuss the secrecy for € equal to 0 and 1. Show that for e = 1, as |K| grows, the
cryptosystem approaches perfect secrecy, i.e., limx|o0 [H (M )—H (M |CA')} = 0.

e) For which e is perfect secrecy achieved in this system?






Problem 3. (15 points)

Consider the Advanced Encryption Standard (AES) and Data Encryption Standard (DES).

a) What are the steps in each round of the encryption procedure of AES1287.

b) In the case of AES128, a key expansion operation is performed from the following

Hint:

master key:

K =6920 E299 A5202A 6D 65 6FE 63 6869 74 6F 2A

What are the first 4 bytes of K;?
Hint: Use the algorithm described below.

Let K be a DES key consisting of all 1s, and Ex be the encryption function of DES.

Show that if the plaintext P is encrypted twice, the final ciphertext is the plaintext
P, ie., if Ex(P) = C, then Ex(C) = P.

Find another example of a key with the same property, namely find K such that
EK(P) = (' then EK(C> = P.

Suppose that the above key K is used in AES with the corresponding encryption
function Ek. If C' = Ex(P), does it hold in general that Ex(C) = P? Substantiate
your answer.

Use the following algorithm for the key expansion operation

Spht K into 4 32-bit words W[), Wl, WQ, W3
for (i< 4;i<4-(r+1); i++)do

tmp < Wi_1
if (¢ mod 4 =0) then
tmp < SubBytes(RotByte(tmp)) & Rcon(i/4)
end if
Wi <= Wi_4 @ tmp

end for

For this task, you can use the table for the SubBytes operation and also the following
functions Rcon and RotByte:

e RotByte is a cyclic leftshift by one byte.

e Reon(i) = (RC(4), 0x00, 0x00, 0x00).

e RC(i) representing 2'~! as element of Fs.
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Problem 4. (15 points)

a) Show that o = 5n + 7 and § = 3n + 4 are relatively prime for any integer n.
Hint: f a-x+ -y =1 for some integers x and y then a and 3 are relatively prime.

b) Alice and Bob use the RSA cryptosystem and hence need to choose two prime
numbers p and ¢. Using the Miller-Rabin Primality Test, describe a method to
generate the prime numbers p and ¢, such that n = pq has exactly K bits and p and
q have K/2 bits, provided K is even.

c¢) Alice and Bob choose prime numbers p = 11 and ¢ = 13. Moreover, Alice chooses
her private key as e = 7. Bob receives a ciphertext ¢ = 31. What is the message m
sent by Alice?.

d) Suppose Alice and Bob use the RSA system with the same modulo n and their
public keys e4 and ep are relatively prime. A new user Claire wants to send a
message to both Alice and Bob, so Claire encrypts the message using c4 = m® mod
n and cg = m2 mod n. Show how an eavesdropper can decipher the message m by
intercepting both c4 and cp.

Consider the RSA signature scheme.

e) Describe the requirements of a digital signature.

f) Suppose that Oscar is interested in knowing Alice’s signature s for the message m.
Oscar knows Alice’s signatures for the messages m; and my = (m - m; ') mod n,
where m; ! is the inverse of m; modulo n. Show that Oscar can generate a valid
signature s on m, using the signatures of m; and ms.












