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Solution of Problem 1

a) The bit error occurs in block Cj, i > 0, with block size BS.

’ mode H M; \ max #err \ remark ‘
ECB B (Cy) BS only block C; is affected
CBC | ExY(C)) @ C;_y | BS+1 | C; and one bit in Cj;y
OFB C;® Z; 1 one bit in C;, as Zy = Cy, Z; = Ex(Z;_1)
CFB || C;® Ex(Ci—q) BS+1 C; and one bit in C;4q
CTR Cz D EK(ZZ) 1 one bit in Ci, Zo = Co, Zl = Zl',l +1

b) If one bit of the ciphertext is lost or an additional one is inserted in block C; at position
J, all bits beginning with the following positions may be corrupt:

] mode H block \ position ‘

ECB 1 1
CBC i 1
OFB | i j
CFB ) Jj
CTR i j

In ECB and CBC, all bits of blocks C;, C;;1 may be corrupt.
In OFB, CFB, CTR, all bits beginning at position j of block C; may be corrupt.



Solution of Problem 2
The given AES-128 key is denoted in hexadecimal representation:

K = (2D 617269 |65007661]|6E 0043 6C | 65 65 66 66)

(a) The round key is K() =K = (WO W1 W2 Wg) with W() = (2D 61 72 69), W1

(65 00 76 61), Wy = (6E 00 43 6C), W5 = (65 65 66 66).

(b) To calculate the first 4 bytes of round key K recall that K; = (Wy W5 Ws W5).

Follow Alg. 1 as given in the lecture notes to calculate Wj:

Algorithm 1 AES key expansion (applied)

fori<4;i<4-(r+1); i++do

Initialize for-loop with ¢ <— 4. We have r = 1 for Kj.

tmp < Wi—l

tmp <+ W3 = (65 65 66 66)

if (i mod 4 =0) then
result is true as 1 = 4.
tmp < SubBytes(RotByte(tmp)) & Rcon(i/4)
Evaluate this operation step by step:

RotByte(tmp) = (65 66 66 65), i.e., a cyclic left shift of one byte
To compute SubBytes(65 66 66 65) evaluate Table 5.8 for each byte:

(row 6, col 5) provides 7719 = 4D1g
(row 6, col 6) provides 5119 = 3316
Note that the indexation of rows and columns starts with zero.
SubBytes(65 66 66 65) = (4D 33 33 4D)
i/4=1
Rcon(1) = (RC(1) 00 00 00), with RC(1) = 2}t = 20 = 1 € Fys.
tmp < (4D 33 33 4D) & (01 00 00 00) = (4C' 33 33 4D)
end if
Wi «— W;_4 @& tmp Wy <~ Wy @ tmp. Then, next iteration, ¢ < 5...
end for

@ tmp 4 C 3 3 3 3 4

D

Wy | 0010 1101 | 0110 0001 | 0111 0010 | 0110
@© tmp | 0100 1100 | 0011 0011 | 0011 0011 | 0100

1001
1101

W, | 0110 0001 | 0101 0010 | 0100 0001 | 0010

0100

Wyl 6 1 5 2 4 1 2

4



Solution of Problem 3

Message m = (myms, ...my;), with m; € Fs.
Key k = (kika, ...ky), with k; € Fy and n < [. = Keystream z = (21, 29, ..., 21)

n .
2 = E i1 8% mod 2, n<i<I

c;i=z®dm, 101

a) Decryption: m; = ¢; @ z;

b) If kK = 0 = (00...0), it follows z; = 0, 1 < i <n,and z; =0, n <i <1 and
ci =m;, 1 <4</ In this case, the plaintext is not encrypted at all.

c) key length n =4, key k = (0110),
addition paths s; = s4 =1, s5 = s3 =0 = s = (1001),
stream length [ = 20

21 Z2 z3 24 25 26 27 z8 29 | 210
0 1 1 0 0 1 0 0 0 1

211 | 212 | 213 | 214 | 215 | <16 | <17 | R18 | R19 | R20
1 1 1 0 1 0 1 1 0 0

The summation simplifies to z; = Z}‘Zl 8j2ij = Zi—1 D Zi—a, 4 <1 < 20

e n provide registers 2" states

e Maximal period: pp.x = 2" — 1 = 15 (Minor remark: fulfilled if z; is a primitive
polynomial)

e The keystream repeats itself at zi4

encryption:

m 1011 | 0001 | 0100 | 1101 | 0100
z 0110 | 0100 | 0111 | 1010 | 1100

m @ z | 1101 | 0101 [ 0011 [ 0111 | 1000 |




