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Exercise 25.

Besides the CBC mode, the CFB mode can be used for the generation of a MAC. The
plaintext consists of the blocks M, ..., M,,, and we set the initialization vector Cy := Mj.
Now, we encrypt M, ..., M,, in CFB mode with the key K, which results in the
ciphertexts C1, ..., C,,_1. For the MAC, we use MACk := Ex(Cp_1).

Show that this scheme results in the same MAC as the algorithm in example 10.5 from the
lecture notes with the initial value set to Cy := 0.

Exercise 26.

Let ¢ : N — N be Euler’s totient function, i. e. p(n) =| Z* |. Now let n € N and a € ZZ.
Prove that
a?™ =1 (mod n).

Exercise 27.

Pierre de Fermat is said to have factored numbers n by decomposing them as

n=a—y* = (r—y)(zr+y).

Use this method to factor the integer n = 13199. Describe an algorithm to determine the
above x and y. Can this method be applied in general for any n?



